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(an "electronic or digital method of identification that is executed or adopted by a person with the
intent to be bound by or to authenticate a record)
("Electronic signature means any letters, characters, or symbols, manifested by electronic or similar
means, executed or adopted by a party with an intent to authenticate a writing).( Any symbol executed
or adopted, or any security procedure employed or adopted, using electronic means or otherwise, by or
on behalf of a person with intent to authenticate a record.");( ("An electronic identifier, created by
computer, executed or adopted by the party using it with the intent to authenticate a writing).( ("Any
word, group of letters, name, including a trader-assumed name, mark, characters or symbols made
manually, by device, by machine, or manifested by electronic or similar means, executed or adopted
by a party with the intent to authenticate a writing.).( Electronic signature means a digital signature,
executed or adopted by a party with an intent to authenticate a writing."); ("[Any of the following
attached to or associated with an electronic record by an individual to authenticate the record: (a) a
code consisting of a combination of letters, numbers, characters, or symbols that is adopted or
executed by an individual as that individual's electronic signature; (b) a computer-generated signature
code created for an individual; (c) an electronic image of an individual's handwritten signature created
by using a pen computer." ("[Any letters, characters or symbols, manifested by electronic or similar
means, executed or adopted by a party with an intent to authenticate a writing.") ("[ Any identifier or
authentication technique attached to or logically associated with an electronic record that is intended
by the party using it to have the same force and effect as a manual signature) ("[An electronic
identifier, created by a computer, intended by the party using it to have the same force and effect as the
use of a manual signature.");" An electronic identifier, created by a computer, intended by the party
using it to have the same force and effect as the use of a manual signature."); ("[Any combination of
words, letters, symbols or characters that is attached to or logically associated with an electronic
record and used by a person for the purpose of authenticating a document that has been created).
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a-signature électronique : donnes 1'electroniques jointes ou liées logiquement "a d"autre données
electroniques et qui sevent ' a verifier leur authenticité; b- signature elelctronique avancée: La
signature electronique qui satisfait aux exigences suivantes: 1- étre liée uniquement au titulaire.2-
permettre d'identifier le titulaire.3-étre crée par des moyens que le titulaire peut garder sous son
contrdle exclisif,4-étre liée aux données auxquelles ell se rapporte de telle sorte que toute modification
ultérieure des données soit détectable. C- signature électronique qualifiée: singature électronique
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avancée fondée sur un dispositif sécurisé de céation de signature au sens de l'art6.al ,1,2 et sur un
cerificat qualifié valable au moment de sa création ;
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All references to an electronic signature in this law are to electronic data that is contained in or
attached to a data message and used to identify the signatory and indicate its endorsement of the
contents of such data message.
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Definitions

§ 2. The following definitions shall apply for the purposes of the present federal law:

1. Electronic signature: electronic data attached to or logically linked with other electronic
data which serve to authenticate, that is establishing the identity of the signatory.

2. Signatory: a natural person to whom the signature creation data and the corresponding
signature verification data have been allocated and who creates an electronic signature either
on his own or on a third party's behalf, or a certification service provider who uses certificates
to provide certification services.

3. Secure electronic signature: an electronic signature which

a) is allocated solely to the signatory,

b) allows the signatory to be identified,

c) is created using devices under the signatory's sole control;

d) is linked with the data to which it refers to in a way which allows any subsequent change to
the data to be identified and

e) is based on a qualified certificate and is created using technical components and procedures
which comply with the security requirements of the present federal law and the orders issued
on the basis thereof.

4. Signature creation data: unique data such a codes or private signature keys which are used
by the signatory to create an electronic signature.

5. Signature creation device: configured software or hardware which is used to implement the
signature creation data.

6. Signature verification data: data such as codes or public signature keys which are used to
verify an electronic signature.

7. Signature verification device: configured Software or hardware which is used to process the
signature verification data.

8. Certificate: electronic confirmation in which signature verification data are linked to a
specific person whose identity is certified.

9. Qualified certificate: a certificate containing the information referred to in § 5 and issued
by a certification Service provider which meets the requirements of § 7,

10. Certification service provider: a natural or juristic person or some other legally capable
Institution which issues certificates or provides other signature and certification services.

11. Signature and certification services: the provision of signature products and procedures,
the issuing, renewal and administration of certificates, the provision of directory-, revocation-,
registration-, time stamping-, computing- and consultancy- services in connection with
electronic signatures.



12. Time stamp: electronically signed confirmation from a certification service provider that

specific electronic data were submitted at a specific time.

13. Signature product: hardware or software or the specific components thereof used to create

and verify electronic signatures or used by a certification service provider to provide signature

or certification services.
14. Compromise: breach of security measures or security technique so that the level of

security set up by the certification service provider no longer applies.
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Definitions

For the purpose of this Directive:

1. 'electronic signature' means data in electronic form which are attached to or logically associated
with other electronic data and which serve as a method of authentication;

2. 'advanced electronic signature' means an electronic signature which meets the following
requirements:

(a) it is uniquely linked to the signatory;

(b) it is capable of identifying the signatory;

(c) it is created using means that the signatory can maintain

under his sole control; and

(d) it is linked to the data to which it relates in such a manner that any subsequent change of the data is
detectable;

3. 'signatory' means a person who holds a signature-creation device and acts either on his own behalf
or on behalf of the natural or legal person or entity he represents;

4. 'signature-creation data' means unique data, such as codes or private cryptographic keys, which are
used by the signatory to create an electronic signature;

5. 'signature-creation device' means configured software or hardware used to implement the signature-
creation data;

6. 'secure-signature-creation device' means a signature-creation
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" § 2 Definitions(1) A digital signature within the meaning of this law is a seal on digital data created
with a private signature key, which seal allows, by use of the associated public key marked with a
signature key certificate of a certifier or of the Authority under § 3, the owner of the signature key and
the unforged character of the data to be ascertained.
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Décret pris pour l'application de I'article 1316-4 du code civil et relatif a la signature électronique
NOR:JUSC0120141D version consolidée au 19 avril 2002 - version JO initiale .

Article 1- Au sens du présent décret, on entend par :

1. Signature électronique : une donnée qui résulte de l'usage d'un procédé répondant aux conditions
définies a la premiere phrase du second alinéa de I'article 1316-4 du code civil ;

2. Signature électronique sécurisée : une signature électronique qui satisfait, en outre, aux exigences
suivantes :

- étre propre au signataire ;

- étre créée par des moyens que le signataire puisse garder sous son contrdle exclusif ;

- garantir avec l'acte auquel elle s'attache un lien tel que toute modification ultérieure de 1'acte soit

‘ ‘ détectable.
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Part 2:Definitions
3. For the purposes of this Act:
1) "Electronic signature" shall be understood to mean data in electronic form that are attached to other
electronic data by means of a signature-creation device and that are used to check that such data
originate from the person indicated as signatory and that the data have not been changed.
2) "Advanced electronic signature" shall be understood to mean an electronic signature that:
(a) is uniquely linked to the signatory
(b) makes it possible to identify the signatory
(c) is created by means controlled only by the signatory, and that
(d) is linked to the data to which it relates in such a manner that any subsequent change made in the
data is detectable.
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Section 2: Definition of Terms
For the purposes of this Law
1. "Electronic signatures" shall be data in electronic form that are attached to other electronic data or
logically linked to them and used for authentication;
2. "Advanced electronic signatures" shall be electronic signatures as in 1. above that :
a) are exclusively assigned to the owner of the signature code
b) enable the owner of the signature code to be identified
¢) are produced with means which the owner of the signature code can keep under his sole control and
d) are so linked to the data to which they refer that any subsequent alteration of such data may be
detected;
3. "Qualified electronic signatures" shall be electronic signatures as in 2. above that
a) are based on a qualified certificate valid at the time of their creation and
b) have been produced with a secure signature-creation device;
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authentication ,integrity , non-repudiation
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Authenticity is concerned with the source or origin of a communication. Who sent the message? Is it
genuine or a forgery ?A party entering into an online transaction in reliance on an electronic message
must be confident of that message That party must retain records of all relevant communications
pertaining to the transaction and keep those records in such a way that the party can show that the
records are authentic.
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Integrity is concerned with the accuracy and completeness of the communication. Is the document the
recipient received the same as the document that the sender sent Is it complete? Has the document
been altered either in transmission or storage
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(d) Linkage to the Data Signed - The final requirement is that the signature must be linked to the data
being signed in a manner such that if the data is altered after the signature is made, the fact of such
alteration is disclosed to persons relying on the electronic record . This requirement is critical for a
secure signature, because otherwise the electronic signature of one person could be altered to look like
the electronic signature of another, or an electronic signature could be simply excised from one
electronic record and pasted onto another.
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Electronic data interchange (EDI), electronic mail, telegram , telex or telecopy.
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Article 1316-4 :(inséré par Loi n® 2000-230 du 13 mars 2000 art. 4 Journal Officiel du 14 mars 2000)
La signature nécessaire a la perfection d'un acte juridique identifie celui qui I'appose. Elle manifeste le
consentement des parties aux obligations qui découlent de cet acte. Quand elle est apposée par un
officier public, elle confére 1'authenticité a I'acte. Lorsqu'elle est électronique, elle consiste en I'usage
d'un procédé fiable d'identification garantissant son lien avec l'acte auquel elle s'attache. La fiabilité de
ce procédé est présumée, jusqu'a preuve contraire, lorsque la signature électronique est créée, l'identité
du signataire assurée et l'intégrité de 1'acte garantie, dans des conditions fixées par décret en Conseil
d'Etat.
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Article 1317:(Loi n® 2000-230 du 13 mars 2000 art. 1 et art. 2 Journal Officiel du 14 mars 2000) :"
L'acte authentique est celui qui a été regu par officiers publics ayant le droit d'instrumenter dans le lieu
ou l'acte a été rédigé, et avec les solennités requises.
Il peut étre dressé sur support électronique s'il est établi et conservé dans des conditions fixées par
décret en Conseil d'Etat.
Article 1318 :"(Loi n°® 2000-230 du 13 mars 2000 art. 1 Journal Officiel du 14 mars 2000):" L'acte qui
n'est point authentique par l'incompétence ou l'incapacité de 'officier, ou par un défaut de forme, vaut
comme écriture privée, s'il a été signé des parties".Article 1319:"(Loi n° 2000-230 du 13 mars 2000
art. 1 Journal Officiel du 14 mars 2000) L'acte authentique fait pleine foi de la convention qu'il
renferme entre les parties contractantes et leurs héritiers ou ayants cause.
Neéanmoins, en cas de de plaintes en faux principal, I'exécution de l'acte argué de faux sera suspendue
par la mise en accusation ; et, en cas d'inscription de faux faite incidemment, les tribunaux pourront,
suivant les circonstances, suspendre provisoirement I'exécution de l'acte.Article 1320:"(Loi n°® 2000-
230 du 13 mars 2000 art. 1 Journal Officiel du 14 mars 2000):" L'acte, soit authentique, soit sous seing
privé, fait foi entre les parties, méme de ce qui n'y est exprimé qu'en termes énonciatifs, pourvu que
~ I'énonciation ait un rapport
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Section 3 : De l'envoi ou de la remise d'un écrit par voie électronique
Article 1369-7-(inséré par Ordonnance n° 2005-674 du 16 juin 2005 art. 1 IV Journal Officiel du 17
juin 2005)
Une lettre simple relative a la conclusion ou a I'exécution d'un contrat peut étre envoyée par courrier
¢lectronique.
L'apposition de la date d'expédition résulte d'un procédé électronique dont la fiabilité est présumée,



jusqu'a preuve contraire, lorsqu'il satisfait a des exigences fixées par décret en Conseil d'Etat.

Article 1369-8-(inséré par Ordonnance n°® 2005-674 du 16 juin 2005 art. 1 IV Journal Officiel du 17
juin 2005)

Une lettre recommandée relative a la conclusion ou a l'exécution d'un contrat peut étre envoyée par
courrier électronique a condition que ce courrier soit acheminé par un tiers selon un procédé
permettant d'identifier le tiers, de désigner l'expéditeur, de garantir I'identité du destinataire et d'établir
si la lettre a été remise ou non au destinataire.

Le contenu de cette lettre, au choix de I'expéditeur, peut étre imprimé par le tiers sur papier pour étre
distribué au destinataire ou peut étre adressé a celui-ci par voie électronique. Dans ce dernier cas, si le
destinataire n'est pas un professionnel, il doit avoir demandé I'envoi par ce moyen ou en avoir accepté
l'usage au cours d'échanges antérieurs.

Lorsque l'apposition de la date d'expédition ou de réception résulte d'un procédé électronique, la
fiabilité de celui-ci est présumée, jusqu'a preuve contraire, s'il satisfait a des exigences fixées par un
décret en Conseil d'Etat.

Un avis de réception peut étre adressé a I'expéditeur par voie électronique ou par tout autre dispositif
lui permettant de le conserver.

Les modalités d'application du présent article sont fixées par décret en Conseil d'Etat.
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Satisfaction of signature requirements

(1) Where a rule of law requires a signature or provides for certain consequences in the absence of a
signature, that rule shall be satisfied by a digital signature where

(a) that digital signature is verified by reference to the public key listed in a valid certificate issued by
a licensed certification authority;
(b) that digital signature was affixed by the signer with the intention of signing the message; and

(c) the recipient has no knowledge or notice that the signer(i) has breached a duty as a subscriber; or
(i1) does not rightfully hold the private key used to affix the digital signature.

(2) Notwithstanding any written law to the contrary-

(a) a document signed with a digital signature in accordance with this Act shall be as legally binding
as a document signed with a handwritten signature, an affixed thumb-print or any other mark; and (b)
a digital signature created in accordance with this Act shall be deemed to be a legally binding
signature.

(3) Nothing in this Act shall preclude any symbol from being valid as a signature under any other
applicable law.

63. Unreliable digital signatures

(1) Unless otherwise provided by law or contract, the recipient of a digital signature assumes the risk
that a digital signature is forged, if reliance on the digital signature is not reasonable under the
circumstances.

(2) Where the recipient determines not to rely on a digital signature under this section, the recipient
shall promptly notify the signer of its determination not to rely on a digital signature and the grounds
for that determination.

64. Digitally signed document deemed to be written document

(1) A message shall be as valid, enforceable and effective as if it had been written on paper if (a) it
bears in its entirety a digital signature; and (b) that digital signature is verified by the public key listed
in a certificate which(i) was issued by a licensed certification authority; and (ii) was valid at the time
the digital signature was created.

(2) Nothing in this Act shall preclude any message, document or record from being considered written
or in writing under any other applicable law.

65. Digitally signed document deemed to be original document.



A copy of a digitally signed message shall be as valid, enforceable and effective as the original of the
message unless it is evident that the signer designated an instance of the digitally signed message to be
a unique original, in which case only that instance constitutes the valid, enforceable and effective
message.
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The Millennium Digital Commerce Act of 2000 makes it legal to utilize digital technology to sign
checks, credit and loan applications and many other legally binding documents.
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SEC. 101. GENERAL RULE OF VALIDITY.

(a) IN GENERAL- Notwithstanding any statute, regulation, or other rule of law (other than this title
and title II), with respect to any transaction in or affecting interstate or foreign commerce--

(1) a signature, contract, or other record relating to such transaction may not be denied legal effect,
validity, or enforceability solely because it is in electronic form; and

(2) a contract relating to such transaction may not be denied legal effect, validity, or enforceability
solely because an electronic signature or electronic record was used in its formation.
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(b) PRESERVATION OF RIGHTS AND OBLIGATIONS- This title does not--

(1) limit, alter, or otherwise affect any requirement imposed by a statute, regulation, or rule of law
relating to the rights and obligations of persons under such statute, regulation, or rule of law other than
a requirement that contracts or other records be written, signed, or in non electronic form; or

(2) require any person to agree to use or accept electronic records or electronic signatures, other than a
governmental agency with respect to a record other than a contract to which it is a party.

(c) CONSUMER DISCLOSURES-
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(1) CONSENT TO ELECTRONIC RECORDS- Notwithstanding subsection (a), if a statute,
regulation, or other rule of law requires that information relating to a transaction or transactions in or
affecting interstate or foreign commerce be provided or made available to a consumer in writing, the

use of an electronic record to provide or make available (whichever is required) such information
s (s Y attiall aladiu) i ) ellgiualisatisfies the requirement that such information be in writing if—
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(A) the consumer has affirmatively consented to such use and has not withdrawn such consent;

(B) the consumer, prior to consenting, is provided with a clear and conspicuous statement--

(i) informing the consumer of (I) any right or option of the consumer to have the record provided or
made available on paper or in nonelectronic form, and (II) the right of the consumer to withdraw the
consent to have the record provided or made available in an electronic form and of any conditions,
consequences (which may include termination of the parties' relationship), or fees in the event of such
withdrawal;

(i1) informing the consumer of whether the consent applies (I) only to the particular transaction which
gave rise to the obligation to provide the record, or (II) to identified categories of records that may be
provided or made available during the course of the parties' relationship;

(ii1) describing the procedures the consumer must use to withdraw consent as provided in clause (i)
and to update information needed to contact the consumer electronically; and

(iv) informing the consumer (I) how, after the consent, the consumer may, upon request, obtain a
paper copy of an electronic record, and (II) whether any fee will be charged for such copy;

(C) the consumer--

(i) prior to consenting, is provided with a statement of the hardware and software requirements for
access to and retention of the electronic records; and

(i1) consents electronically, or confirms his or her consent electronically, in a manner that reasonably
demonstrates that the consumer can access information in the electronic form that will be used to
provide the information that is the subject of the consent; and

(D) after the consent of a consumer in accordance with subparagraph (A), if a change in the hardware
or software requirements needed to access or retain electronic records creates a material risk that the
consumer will not be able to access or retain a subsequent electronic record that was the subject of the
consent, the person providing the electronic record--

(i) provides the consumer with a statement of (I) the revised hardware and software requirements for
access to and retention of the electronic records, and (II) the right to withdraw consent without the
imposition of any fees for such withdrawal and without the imposition of any condition or
consequence that was not disclosed under subparagraph (B)(i); and

(ii) again complies with subparagraph (C).

(3) EFFECT OF FAILURE TO OBTAIN ELECTRONIC CONSENT OR CONFIRMATION OF
CONSENT- The legal effectiveness, validity, or enforceability of any contract executed by a consumer
shall not be denied solely because of the failure to obtain electronic consent or confirmation of consent
by that consumer in accordance with paragraph (1)(C)(ii).
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(4) PROSPECTIVE EFFECT- Withdrawal of consent by a consumer shall not affect the legal
effectiveness, validity, or enforceability of electronic records provided or made available to that
consumer in accordance with paragraph (1) prior to implementation of the consumer's withdrawal of
consent. A consumer's withdrawal of consent shall be effective within a reasonable period of time after
receipt of the withdrawal by the provider of the record. Failure to comply with paragraph (1)(D) may,
at the election of the consumer, be treated as a withdrawal of consent for purposes of this paragraph.
(5) PRIOR CONSENT- This subsection does not apply to any records that are provided or made
available to a consumer who has consented prior to the effective date of this title to receive such
records in electronic form as permitted by any statute, regulation, or other rule of law.

(6) ORAL COMMUNICATIONS- An oral communication or a recording of an oral communication
shall not qualify as an electronic record for purposes of this subsection except as otherwise provided
under applicable law.
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Purpose and definitions

Purpose and scope

§ 1.(1) The present federal law sets out the legal framework governing the creation and use of
electronic signatures and the provision of signature and certification services.
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(2) The present federal law shall apply in closed systems, insofar as the parties within the system have
so agreed, and in open electronic transactions with courts and other authorities unless a law stipulates
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Definitions

§ 2. The following definitions shall apply for the purposes of the present federal law:

1. Electronic signature: electronic data attached to or logically linked with other electronic data which
serve to authenticate, that is establishing the identity of the signatory.

2. Signatory: a natural person to whom the signature creation data and the corresponding signature
verification data have been allocated and who creates an electronic signature either on his own or on a
third party's behalf, or a certification service provider who uses certificates to provide certification
services.
3. Secure electronic signature: an electronic signature which

a) is allocated solely to the signatory,

b) allows the signatory to be identified,

¢) is created using devices under the signatory's sole control;

d) is linked with the data to which it refers to in a way which allows any subsequent change to the data
to be identified and

e) is based on a qualified certificate and is created using technical components and procedures which
comply with the security requirements of the present federal law and the orders issued on the basis
thereof.



4. Signature creation data: unique data such a codes or private signature keys which are used by the
signatory to create an electronic signature.

5. Signature creation device: configured software or hardware which is used to implement the
signature creation data.

6. Signature verification data: data such as codes or public signature keys which are used to verify an
electronic signature.

7. Signature verification device: configured Software or hardware which is used to process the
signature verification data.

8. Certificate: electronic confirmation in which signature verification data are linked to a specific
person whose identity is certified.

9. Qualified certificate: a certificate containing the information referred to in § 5 and issued by a
certification Service provider which meets the requirements of § 7,

10. Certification service provider: a natural or juristic person or some other legally capable Institution
which issues certificates or provides other signature and certification services.
11. Signature and certification services: the provision of signature products and procedures,
the issuing, renewal and administration of certificates, the provision of directory-, revocation-,
registration-, time stamping-, computing- and consultancy- services in connection with electronic
signatures.
12. Time stamp: electronically signed confirmation from a certification service provider that specific
electronic data were submitted at a specific time.
13. Signature product: hardware or software or the specific components thereof used to create and
verify electronic signatures or used by a certification service provider to provide signature or
certification services.
14. Compromise: breach of security measures or security technique so that the level of
security set up by the certification service provider no longer applies.

SECTION 2 .Relevancy in law of electronic signatures
General legal effects

SECTION 2

Relevancy in law of electronic signatures

General legal effects
§ 3. (1) Signature procedures with different levels of security and different classes of

certificates can be used for legal or commercial transactions.

(2) The legal effects of an electronic signature and its use as evidence cannot therefore be excluded
merely by reason of the fact that the electronic signature is only available in electronic form, is not
based on a qualified certificate or on a qualified certificate issued by an accredited certification service
provider or was not created using the technical components and procedures as defined in § 18.
Specific legal effects

§ 4. (1) A secure electronic signature meets the legal requirement for a hand-written signature
especially the requirement for the written form as defined in § 886 of the Austrian Civil Code unless a
different definitions laid down by law or by an agreement between the parties.

(2) A secure electronic signature does not have the legal effects of the written form as defined in § 886
of the Austrian Civil Code in the case of:

1. legal transactions under family and inheritance law which require the written form or a stricter
formal requirement;

2. other declarations of intent or legal transactions which require official certification, judicial or
notarial authentication or a notarial deed in order to be valid;

3. declarations of intent, legal transactions or petitions which require official certification, judicial or
notarial authentication or a notarial deed in order to be entered in the land register, companies register
or other official register or

4. declarations of guarantee (§ 1346 para. 2 of the Austrian Civil Code).

(3) The provisions of § 294 of the Code of Civil Procedure governing the presumption of authenticity
of the content of a signed private deed shall apply to electronic documents bearing a secure electronic



signature.

(4) The legal effects of paragraphs 1 and 3 shall not apply if it is proven that the security requirements
of the present federal law and the orders issued on the basis thereof have not been complied with or the
precautions taken in order to comply with the said security requirements have been compromised.
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Définitions

Art. 2. La présente loi transpose les dispositions de la directive 1999/93/CE du Parlement européen et
du Conseil du 13 décembre 1999 sur un cadre communautaire pour les signatures €lectroniques.

Pour l'application de la présente loi et de ses arrétés d'exécution, on entend par :
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1° « signature électronique » : une donnée sous forme électronique jointe ou liée logiquement a

d'autres données électroniques et servant de méthode d'authentification;
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2° « signature électronique avancée » : une donnée électronique, jointe ou liée logiquement a d'autres
données €lectroniques, servant de méthode d'authentification et satisfaisant aux exigences suivantes :
a) étre liée uniquement au signataire;

b) permettre l'identification du signataire;

c) étre créée par des moyens que le signataire puisse garder sous son

controle exclusif;

d) étre liée aux données auxquelles elle se rapporte de telle sorte que

toute modification ultérieure des données soit détectée;

3° « certificat » : une attestation électronique qui lie des données afférentes a la vérification de
signature a une personne physique ou morale et confirme l'identité de cette personne;

4° « certificat qualifié » : un certificat qui satisfait aux exigences visées a 1'annexe I de la présente loi
et qui est fourni par un prestataire de service de certification satisfaisant aux exigences visées a
I'annexe II de la présente loi;

5° « titulaire de certificat » : une personne physique ou morale a laquelle un prestataire de service de
certification a délivré un certificat;

6° « données afférentes a la création de signature » : des données uniques, telles que des codes ou des
clés cryptographiques privées, que le signataire utilise pour créer une signature €lectronique avancée;
7° « dispositif sécurisé de création de signature » : un dispositif

logiciel ou matériel configuré pour mettre en application les données afférentes a la création de
signature qui satisfait aux exigences de l'annexe III de la présente loi;

8° « données afférentes a la vérification de signature » : des données, telles que des codes ou des clés
cryptographiques publiques, qui sont utilisées pour vérifier une signature électronique avancée;

9° « dispositif de vérification de signature » : un dispositif logiciel ou matériel configuré pour mettre
en application les données afférentes a la vérification de signature;

10° « prestataire de service de certification » : toute personne physique ou morale qui délivre et gére
des certificats ou fournit d'autres services li€s aux signatures électroniques;
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11° « produit de signature électronique » : tout produit matériel ou logiciel, ou élément spécifique de
ce produit, destiné a étre utilisé par un prestataire de service de certification pour la fourniture de
services de signature électronique ou pour la création ou la vérification de



signatures électroniques;

12° « Administration » : 'administration du ministére des Affaires économiques qui est chargée des
taches relatives a I'accréditation et au controle des prestataires de service de certification délivrant des
certificats qualifiés et établis en Belgique;

13° « entité » : organisme qui démontre sa compétence sur base d'un certificat délivré par le systéme
belge d'accréditation conformément a la loi du 20 juillet 1990 concernant l'accréditation des
organismes de certification et de controle, ainsi que des laboratoires d'essais, ou par un

organisme équivalent établi dans I'Espace économique européen.

Section 2. — Chamyp d'application

Art. 3. La présente loi fixe certaines régles relatives au cadre juridique pour les signatures
electroniques et définit le régime juridique applicable aux opérations effectuées par les prestataires de
service de certification ainsi que les reégles a respecter par ces derniers et les

titulaires de certificats sans préjudice des dispositions légales concernant les régles de représentations
des personnes morales. La présente loi instaure également un régime d'accréditation volontaire.
CHAPITRE III. — Principes généraux

Art. 4. § le . A défaut de dispositions 1égales contraires, nul ne peut étre contraint de poser un acte
juridique par voie électronique.

§ 2. Nul prestataire de service de certification ne peut étre contraint de demander une autorisation
préalable pour exercer ses activités. Néanmoins, les prestataires de service de certification délivrant
des certificats qualifiés établis en Belgique doivent communiquer les

informations suivantes a I'Administration, soit dans le mois suivant la publication de la présente loi,
soit avant le début de leurs activités :— leur nom;— l'adresse géographique ou ils sont établis;— les
coordonnées permettant de les contacter rapidement, y compris leur adresse de courrier électronique;
— le cas échéant, leur titre professionnel et leurs références et leurs

numéros d'identification (registre de commerce, T.V.A.); — la preuve qu'une assurance a ét¢ souscrite
en vue de couvrir leurs obligations visées a l'article 14. L'Administration leur délivre un récépissé dans
les cing jours ouvrables suivant la réception de leur communication.

§ 3. Le Roi peut, par arrété délibéré en Conseil des Ministres, soumettre l'usage des signatures
¢lectroniques dans le secteur public a des exigences supplémentaires éventuelles. Ces exigences
doivent étre objectives, transparentes, proportionnées et non discriminatoires et ne

s'appliquer qu'aux caractéristiques spécifiques de 1'application concernée.

Ces exigences ne peuvent pas constituer un obstacle aux services transfrontaliers pour les citoyens.

§ 4. Sans préjudice des articles 1323 et suivants du Code civil, une signature €électronique avancée
réalisée sur la base d'un certificat qualifié et congue au moyen d'un dispositif sécurisé de création de
signature électronique, est assimilée a une signature manuscrite, qu'elle

soit réalisée par une personne physique ou morale.

§ 5. Une signature électronique ne peut étre privée de son efficacité

juridique et ne peut étre refusée comme preuve en justice au seul motif :
— que la signature se présente sous forme électronique, ou
— qu'elle ne repose pas sur un certificat qualifié, ou
— qu'elle ne repose pas sur un certificat qualifié délivré par un

prestataire accrédité de service de certification, ou qu'elle n'est pas créée par un dispositif sécuris¢ de
création de signature

— Art. 5. § ler. Sans préjudice de la loi du 8 décembre 1992 relative a la protection de la vie privée a
'égard des traitements de données a caractére personnel, un prestataire de service de certification qui
délivre des certificats a 1'intention du public ne peut recueillir des données personnelles que
directement auprés de la personne concernée ou avec le consentement explicite de celle-ci et
uniquement dans la mesure ou cela est nécessaire a la délivrance et a la conservation du certificat. Les
données ne peuvent étre recueillies ni traitées a d'autres fins sans le consentement explicite de la
personne intéressée.

— § 2. Lorsque le titulaire du certificat utilise un pseudonyme et lorsque les nécessités de l'instruction
l'exigent, le prestataire de service de certification ayant délivré le certificat est tenu de communiquer
toute donnée relative a l'identité du titulaire dans les circonstances et selon les conditions prévues par
les articles 90ter a 90decies du Code d'instruction criminelle.
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2- It can reliably maintain the integrity of its contents without modification from the time of its
finalization. However, the addition of an endorsement on daqta message ,or chages in the format of a
data message arosing during data exchange , storage ,or display , shall not affect the integrity of such
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PART IV :ELECTRONIC CONTRACTS

Formation and validity

11.—(1) For the avoidance of doubt, it is declared that in the context of the formation of contracts,
unless otherwise agreed by the parties, an offer and the acceptance of an offer may he expressed by
means of electronic records.

(2) Where an electronic record is used in the formation of a contract, that contract shall not be denied
validity or enforceability on the sole ground that an electronic record was used for that purpose.

Effectiveness between parties

12. As between the originator and the addressee of an electronic record, a declaration of intent or --
other statement shall not be denied legal effect, validity or enforceability solely on the ground that it is
in the form of an electronic record.

Attribution

13. —(1) An electronic record is that of the originator if it was sent by the originator himself.

(2) As between the originator and the addressee, an electronic record is deemed to be that of the
originator if it was sent

(a) by a person who had the authority to act on behalf of the originator in respect of that electronic
record; or
(b) by an information system programmed by or on behalf of the originator to operate automatically
(3) As between the originator and the addressee, an addressee is entitled to regard an electronic record
as being that of the originator and to act on that assumption if:

(a) in order to ascertain whether the electronic record was that of the originator, the addressee properly
applied a procedure previously agreed to by the originator for that purpose; or

(b) the data message as received by the addressee resulted from the actions of a person whose
relationship with the originator or with any agent of the originator enabled that person to gain access
to a method used by the originator to identify electronic records as its own.
(4) Subsection (3) shall not apply

(a) from the time when the addressee has both received notice from the originator that the electronic
record is not that of the originator, and had reasonable time to act accordingly;

(b) in a case within subsection (3)(b), at any time when the addressee knew or ought to have known,
had it exercised reasonable care or used any agreed procedure, that the electronic record was not that
of the originator; or

(c) ifl in all the circumstances of the case, it is unconscionable for the addressee to regard the
electronic record as that of the originator or to act on that assumption.

(5) Where an electronic record is that of the originator or is deemed to be that of the originator, or the
addressee is entitled to act on that assumption, then, as between the originator and the addressee, the
addressee is entitled to regard the electronic record received as being what the originator intended to
send, and to act on that assumption.

(6) The addressee is not so entitled when the addressee knew or should have known, had the addressee
exercised reasonable care or used any agreed procedure, that the transmission resulted in any error in
the electronic record as received.



(7) The addressee is entitled to regard each electronic record received as a separate electronic record
and to act on that assumption, except to the extent that the addressee duplicates another electronic
record and the addressee knew or should have known, had the addressee exercised reasonable care or
used any agreed procedure, that the electronic record was a duplicate.

(8) Nothing in this section shall affect the law of agency or the law on the formation of contracts.
Commentary.

PART V : SECURE ELECTRONIC RECORDS AND SIGNATUIUrS

Secure electronic record

16. —(1) If a prescribed security procedure or a commercially reasonable security procedure agreed to
by the parties involved has been properly applied to an electronic record to verify that the electronic
record has not been altered since a specified point in time, such record shall be treated as a secure
electronic record from such specified point in time to the time of verification.
(2) For the purposes of this section and section 17, whether a security procedure is commercially
reasonable shall be determined having regard to the purposes of the procedure and the commercial
circumstances at the time the procedure was used, including —
(a) the nature of the transaction;
(b) the sophistication of the parties;
(c) the volume of similar transactions engaged in by either or all parties;
(d) the availability of alternatives offered to but rejected by any party;
(e) the cost of alternative procedures; and
(f) the procedures in general use for similar types of transactions.

Secure electronic signature

17. It through the application of a prescribed security procedure or a commercially reasonable security
procedure agreed to by the parties involved, it can be verified that an electronic signature was, at the
time it was made

(a) unique to the person using it;

(b) capable of identifying such person;

(c) created in a manner or using a means under the sole control of the person using it; and

(d) linked to the electronic record to which it relates in a manner such that if the record was

changed the electronic signature would be invalidated.

Presumptions relating to secure electronic records and signatures

18. —(1) In any proceedings involving a secure electronic record. it shall be presumed, unless
evidence to the contrary is adduced, that the secure electronic record has not been altered since the
specific point in time to which the secure status relates.

(2) In any proceedings involving a secure electronic signature, it shall be presumed, unless evidence to
the contrary is adduced, that
(a) the secure electronic signature is the signature of the person to whom it correlates; and

(b) the secure electronic signature was affixed by that person with the intention of signing or
approving the electronic record.

(3) In the absence of a secure electronic record or a secure electronic signature, nothing in this Pan

shall create any presumption relating to the authenticity and integrity of the electronic record or an
electronic signature.

(4) For the purposes of this section

“secure electronic record” means an electronic record treated as a secure electronic record by virtue of
section 16 or 19;

“secure electronic signature” means an electronic signature treated as a secure electronic signature
byvirtue of section 17 or20.

an electronic record signed with a secure electronic signature can presume that based on the secure
electronic signature, the sender is the originator of the electronic record, and he cannot easily repudiate
his signature on the electronic record.



In the absence of the use of such security procedures, no such presumptions will arise for electronic
records and electronic signatures.

PART VI :EFFECT OF DIGITAL SIGNATURES
Secure electronic record with digital signature

19. The portion of an electronic record that is signed with a digital signature shall be treated as a
secure electronic record if the digital signature is a secure electronic signature by virtue of section 20.

Secure digital signature

20. When any portion of an electronic record is signed with a digital signature, the digital signature
shall be treated as a secure electronic signature with respect to such portion of the record, if—

(a) the digital signature was created during the operational period of a valid certificate and is verified
by reference to the public key listed in such certificate; and

(b) the certificate is considered trustworthy, in that it is an accurate binding of a public key to a person
s identity because —

(i) the certificate was issued by a licensed certification authority operating in compliance with the
regulations made under section 42

(i1) the certificate was issued by a certification authority outside Singapore recognised for this purpose
by the Controller pursuant to regulations made under section 43;

(iii) the certificate was issued by a department or ministry of the Government, an organ of State or a
statutory corporation approved by the Minister to act as a certification authority on such conditions as

he may by regulations impose or specify; or (iv) the parties have expressly agreed between themselves

(sender and recipient) to use digital signatures as a security procedure, and the digital signature was
properly verified by reference to the sender's public key.

; Digital signature bill 1997 (s jdtll a il
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PART V: EFFECT OF DIGITAL SIGNATURE
62. Satisfaction of signature requirements

(I) Where a rule of law requires a signature or provides for certain consequences in the absence of a
signature, that rule shall be satisfied by a digital signature where-
(a) that digital signature is verified by reference to the public key listed in a valid certificate issued by

a licensed certification authority;
(b) that digital signature was affixed by the signer with the intention of signing the message; and

(c) the recipient has no knowledge or notice that the signer—
(i) has breached a duty as a subscriber; or
(i1) does not rightfully hold the private key used to affix the digital signature.

(2) Notwithstanding any written law to the contrary-

(a) a document signed with a digital signature in accordance with this Act shall be as legally binding
as a document signed with a handwritten signature, an affixed thumb-print or any other mark; and
(b) a digital signature created in accordance with this Act shall be deemed to be a legally binding

signature.



(3) Nothing in this Act shall preclude any symbol from being valid as a signature under any other
applicable law.

63. Unreliable digital signatures

(D) Unless otherwise provided by law or contract, the recipient of a digital signature assumes the risk
that a digital signature is forged, if reliance on the digital signature is not reasonable under the
circumstances.

(2) Where the recipient determines not to rely on a digital signature under this section, the recipient
shall promptly notil~ the signer of its determination not to rely on a digital signature and the grounds
for that determination.

64 Digitally signed document deemed to be written document

(1) A message shall be as valid , enforceable and effective as if it had been written on paper if :

a) it bears in its entirety a digital signature ; and b) that digital signature is verified bu public key listed
in a certificate which :

(1) was issued be a licensed certification authority ; and

(i1) was valid at the time the digital signature was created.

(2) Nothing in this Act shall preclude any message, document or record from being considered written
or in writing under any other applicable law.

65. Digitally signed document deemed to be original document.

A copy of a digitally signed message shall be as valid, enforceable and effective as the original of the
message unless it is evident that the signer designated an instance of the digitally signed message to be
a unique original, in which case only that instance constitutes the valid, enforceable and effective
message.

66. Authentication of digital signatures

A certificate issued by a licensed certification authority shall be an acknowledgement of a digital
signature verified by reference to the public key listed in the certificate, regardless of whether words of
an express acknowledgement appear with the digital signature and regardless of whether the signer
physically appeared before the licensed certification authority when the digital signature was created,
if that digital signature is-

(a) verifiable by that certificate; and (b) affixed when that certificate was valid.

67. Presumptions in adjudicating disputes

In adjudicating a dispute involving a digital signature, a court shall presume-

(a) that a certificate digitally signed by a licensed certification authority and—

(i) published in a recognised repository; or

(i) made available by the issuing licensed certification authority or by the
subscriber listed in the certificate, is issued by the licensed certification authority
which digitally signed it and is accepted by the subscriber listed in it;

(b) that the information listed in a valid certificate and confirmed by a licensed certification authority
issuing the certificate is accurate;

(c) where a digital signature is verified by the public key listed in a valid certificate issued by a
licensed certification authority—

(i) that digital signature is the digital signature of the subscriber listed in that certificate;

(i1) that digital signature was affixed by that subscriber with the intention of signing the message; and
(iii) the recipient of that digital signature has no knowledge or notice that the signer-



(A) has breached a duty as a subscriber; or
(B) does not rightfully hold the private key used to affix the digital signature; and

(d) that a digital signature was created before it was time-stamped by a recognised date/time stamp
service utilising a trustworthy system.
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